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Abstract: Risk management is an inseparable part of every organization's life. It should be an integral 

part of the strategy implemented in all of the organizations. The strategy should be constructed in such 

a way that the management of the risk functions not only as a system avoiding losses, but also allowing 

to perceive and use opportunities, and create new opportunities for the organization. The aim of the 

article is to demonstrate the necessity of analyzing the risk of information quality, which significantly 

affects the customer service process. This analysis was carried out on the basis of T. Kaczmarek's 

research, which specified the list of 46 elements of the sick enterprise. On its basis, the areas in which 

information about customer service were created were analyzed, which allowed to identify potentially 

threatened places and the effects of these threats. The analysis showed that the highest level of risk is 

related to the delivery time. Individual and corporate clients pay special attention to the lack, or incorrect 

information on securing the shipment. The lowest level of risk in the examined enterprise concerns the 

terms of technical assistance, because this item is usually described by the seller in the purchase 

regulations. 
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1. INTRODUCTION 

Responsibility for the strategy, and risk management associated with it, should be taken also 

by the Supervisory Board. This body should constantly monitor the flow of information in the 

company, as well as its structure in the relation to the implementation of the strategy, and the 

way of risk management. The flow of information in manufacturing enterprises, especially in 

times of growing expectations and requirements of recipients and consumers, is very 

important. Intangible resources, to which information belongs undoubtedly, are now 

considered the most important assets of an enterprise. It is worth noting that information is 

also treated as one of the basic factors of production. It can therefore be concluded that it 

directly affects the development of enterprises, as well as building and ensuring competitive 

advantage (Kaczmarek, 2008; Ficoń, 2011; Rasmussen, 1997). 

Uncertainty is a phenomenon threatening the efficient management of the enterprise. It affects 

all processes occurring not only within the organization, but also in the relations of the 

enterprise environment (Lisiecka, 2010; Santos-Vijande et al., 2007). A complex and 

permanently changing environment requires the company to adapt. The ability to adapt is an 

important element of the company's operation, which determines the manner and pace of 

minimizing uncertainty (Żywiołek, 2016; Reidenberg, 1998). It is, however, highly complicated, 

because the amount and variety of acting forces makes the their minimization difficult. Skilful 

coping with the uncertainty requires the company to achieve, collect, process and analyze 

relevant information, and then analyze and evaluate this phenomenon itself. 

Business management should constitute activities limiting the undertaking of these projects, 

of which the outcome is uncertain. Lack of information necessary to make a decision or predict 
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the consequences forces the entrepreneur to cease operations. The consequence of 

uncertainty is the risk, which is often limited to the occurrence of threats described by the 

probability of their occurrence. Uncertainty and risk are phenomena describing the quantity 

and quality of information possessed, as well as the variability of surrounding conditions. 

The manners of coping with the uncertainty are identifying the sources of risk, determining the 

probability of its occurrence and possible minimization of its effects. Elimination of the 

uncertainty is possible due to the acquisition, collection, processing and use of both 

information and knowledge during the course of events (Jajuga, 2009). This means that the 

company is open to change, prepared for the occurrence of risks. It is also able to identify, 

filter information and interpret them, generating knowledge at the same time. The aim of the 

ability to respond to situations is to minimize risks (Białas, 2007; Jevremovic et al., 2017). 

 

2. RISK MANAGEMENT IN THE ENTERPRISE 

The risk is related to every human activity, and is an inseparable element of the 

business and private sphere of everyone who makes decisions regarding future. This term is 

used to determine the combination of the frequency or probability of occurrence of a specific 

event causing a threat, as well as the consequences related to this event (Prus, 2010; 

Skotnicka-Zasadzien and Midor, 2010). The risk is difficult to identify and various companies 

treat in different ways. Entrepreneurs identify significant risks as: loss of reputation, changes 

in the market, loss of a key supplier/ customer, increase in operating costs. Business owners 

agree that each economic activity involves risks, so it seems necessary to manage them. Risk 

management is a system in the enterprise, working at every level and in every company 

(Gajda, 2014; Zasadzien and Zarnovsky, 2018). The task of this system is to identify potential 

events in order to manage risk and guarantee the stability of the organization.Risk 

management is a process consisting of five co-existing elements (Kabus et al., 2015): 

• internal environment, 

• risk identification, 

• control activities, 

• information and communication, 

• monitoring. 

The organization of the risk management system requires defining general activities, defining 

processes, impacting processes on themselves, obtaining information and processes and 

controls to achieve a goal or a certain level (Jelonek, 2017). These elements have a direct 

impact on the level of the risk. Risk management and its reporting should be subjected to 

detailed control. However, it must work in such a way as not to disturb the work of the 

enterprise, but to support it. It is inevitable to inform employees about possible risks, so that 

they can take them into account when making decisions or actions. One of the objectives of 

risk analysis is the correct flow of information, taking into account their quality, availability and 

processing capacity. In the process of risk identification it is necessary to examine its impact 

on the implementation of the set goals which would serve to eliminate or minimize the effects 

of the risk. 

For the efficient functioning of the risk management system in an enterprise, it is necessary to 

implement (Brzozowska et al., 2014): 

• rules for reporting risks by employees, 

• a reporting program of emerging situations for management, 

• a strategy including the main principles of risk management, 

• a training program for employees, 

• tools for risk analysis, 

• IT solutions for risk management. 

The concept of the risk management model in an enterprise is presented by Figure 1. 
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Fig.1. Flow of information on risk management in the enterprise 

Source: based on (Jajuga, 2009).  

 

Previous publications on managing the risk of mistakes made during customer service or 

communication errors. However, there is a lack of publications on issues related to risk and 

communication management during customer service. An information gap in this area is 

noticeable. Recognizing this problem is to improve customer service and reduce errors over 

time. Earlier publication concerns risk management or customer service process, however 

there are no publications linking these phenomena. Assessing the quality of information in the 

aspect of customer service is a difficult and long-lasting process. 

 

3. INFORMATION PROCESSED DURING CUSTOMER SERVICE 

Customer service is treated as an element related to satisfying the clients' needs. There is 

much  information processed during the customer service, i.e. delivery time, its reliability, 

description of communication processes between the customer and the company, information 

about handling complaints. Delivery time is the period between placing an order until it is 

completed. Information relating to the delivery time affects the decision to make purchases. 

To obtain the effect of shorter time, electronic exchange of information between participants 

of the process is used. 

Information about reliability is an assessment issued to the company by customers through 

opinions from friends, in social media, on the company's website or from websites created for 

the assessment of enterprises (Pacana and Ulewicz, 2017; Blaskova et. al., 2017). Reliability 

is also a certainty that the goods have been secured by the sender and will reach the 

customers in an intact condition. Another important element of customer service is 

communication, which means the flow of information between the participants of the 

purchasing process. 
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An increasing number of companies use a solution consisting of informing the customer about 

individual stages of their order, e.g. it is accepted for realization, waiting for delivery, receiving 

the payment, sending . A large part of enterprises provide customers with the ability to track 

the place where the shipment is currently located online. 

It is important to set or develop own standards to maintain a positive opinion about the 

company. In case of any doubts regarding the possibility of failure in meeting the standards or 

deficiencies, it is necessary to abandon it. Keeping it in spite of not maintaining it will result in 

choosing other company by the customers, or even giving up the purchase of the offered 

product. 

Among the possible customer service standards there can be mentioned (Borowiecki and  

Czekaj, 2012): 

• time of the order realization cycle, 

• availability of individual inventory items, 

• minimum size of the order, 

• convenience of placing an order, 

• frequency of deliveries, 

• reliability of deliveries, 

• quality of documentation, 

• procedures related to handling complaints, 

• completeness of orders, 

• technical support conditions, 

• status of order. 

 

4. ANALYSIS OF THE RISK OF INFORMATION PROCESSED DURING ORDER 

PROCESSING 

Recognizing the quality management of information as an element necessary for the proper 

customer service is a must. Incorrectly cataloging these data leads to financial losses in the 

form of lost clients. 

The surveyed enterprise belongs to a group of large enterprises from the manufacturing and 

metallurgical industry. The company serves individual and corporate clients all over the world. 

The conducted analysis is a pilot study on information security risk management in 

manufacturing companies. The research was carried out in 2017, through a survey sheet of 

86 employees. Only 30% were production workers, while the remaining part were logistics and 

direct customer service employees. As many as 5% of them were medium-sized management. 

Kaczmarek (2008) specified the list of threats to an enterprise conducting commercial or 

production activity. It includes 46 points of the so-called "sick" enterprise. The issues contained 

in them constituted the basis for the analysis of the information security risk of the examined 

enterprise. 

As part of a direct interview with employees of the customer service department and scientific 

observations, in the analyzed company there noticed problem situations which could threaten 

the proper customer service (Table 1). Situations described there have been classified and 

grouped so as to pose threats to the company allowing to determine potential effects that may 

affect the level of information management in customer service. 

 

 

 

 

 

 

 

 



541   Management and Economics 

Table 1 

Identified threats 

No 

The element 

of the 

information 

management 

system 

 

Threats 

The level of threat 

Individual-

customer 

Corporate-

customer 

1 
D

e
liv

e
ry

 t
im

e
 Delivery cycle time 4 5 

2 Time of order service 5 3 

3 Time of completing the order 5 5 

4 Time to fill in gaps 5 5 

5 No information exchange 2 3 

6 

R
e
lia

b
ili

ty
 

Failures of machines and devices 2 2 

7 No contact from the company's side after placing the 

order 

5 4 

8 Inappropriate collateral for the order 5 5 

9 Failures of the order service system 4 1 

10 No choice of delivery method 3 1 

11 Lack of the convenience of placing orders 2 1 

12 Completeness of orders 3 4 

13 

C
o
m

p
la

in
ts

 s
e
rv

ic
e
 Difficulty of the complaint procedure 4 2 

14 Time of complaint handling 3 2 

15 The way of dealing with complaints 4 2 

16 The way of informing the customer 2 2 

17 Documentation 1 4 

18 Technical supportconditions 1 1 

19 Flow of information about complaints between 

employees 

1 1 

20 

C
o
m

m
u
n
ic

a
ti
o
n
 

Communication between employees 2 3 

21 Communication between the company and suppliers 1 1 

22 Communication with the company transporting orders 2 3 

23 Communication between the company and the customer 4 4 

 

The threats detailed in Table 1 influence the functioning of information processes in the 

enterprise to a different extent. However, it should be emphasized that these are pilot studies, 

which is why they present only a part of problems related to information management. Special 

attention was paid to the service of individual and corporate clients' orders. In addition to 

identifying threats and their vulnerabilities, while creating an information risk management 

system there should be identified their causes and the possibilities of their elimination or 

minimization of their effects. 

The analysis involves the preparation of a risk identification card, which is used primarily to 

collect information on the types of risks. The next stage of testing the level of threats should 

be the assessment using the risk identification card. The fragment of such a card is presented 

as a form which should be completed by the person managing the risk in the enterprise (Table 

2). 

Prepared data analysis allowed to determine the size of risks. They affect negatively on the 

flow of information in the company during the order service. 

The highest level of risk is related to the delivery time. Individual and corporate clients agree 

that the most common problem is the lack, or incorrect information on securing the shipment. 

The lowest level of risk in the examined enterprise is related to technical support conditions, 

because this item is usually described by the seller in the purchase regulations. 
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Table 2 

Analysis of threats 

Threats 

Susceptibility (1-5) Level of risk 

(risk *susceptibility) 

Individual-

customer 

Corporate-

customer Individual-

customer 

Corporate-

customer 

1 
D

e
li

v
e
ry

 

ti
m

e
 

4   25 

2 5 3 25 9 

3 5 3 25 15 

4 5 5 25 25 

5 2 3 4 9 

6 

R
e
li

a
b

il
it

y
 

2 2 4 4 

7 5 4 25 16 

8 5 5 25 25 

9 4 1 16 1 

10 3 1 9 1 

11 2 1 4 1 

12 3 4 9 16 

13 

C
o

m
p

la
in

ts
 

s
e
rv

ic
e
 

5 5 20 10 

14 4 1 12 2 

15 3 1 12 2 

16 2 1 4 2 

17 3 1 3 4 

18 2 1 2 1 

19 3 2 6 2 

20 

C
o

m
m

u
n

ic

a
ti

o
n

 

2 3 4 9 

21 1 1 1 1 

22 2 3 4 9 

23 4 4 16 16 

 

5. CONCLUSION  

Risk management should be the subject of not only identifying the risk occurring during all 

information and decision processes in the enterprise. For the safety of the entire customer 

service process it is also important to direct the strategy of action in order to protect the risk 

elimination. The aim of the risk management should be to learn about possible threats and 

minimize their occurrence. As part of the pilot studies carried out, the author applied a list 

proposed by T. Kaczmarek, allowing identification of the main organizational problems in the 

examined manufacturing company and detailed their potential impact on the logistics system 

of the production company. The conducted research allows to make an assessment that the 

lack of proper information flow during the customer service process significantly reduces its 

level and may cause loss of clients. 
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